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Abstract. Testing is a necessary, but costly process for user-centric quality 

control. Moreover, testing is not comprehensive enough to completely detect 

faults. Many formal methods have been proposed to avoid the drawbacks of 

testing, e.g., model checking that can be automatically carried out. This paper 

presents an approach that (i) generates test cases from the specification and (ii) 

transfers the specification-oriented testing process to model checking. Thus, the 

approach combines the advantages of testing and model checking assuming the 

availability of (i) a model that specifies the expected, desirable system behavior 

as required by the user and (ii) a second model that describes the system be-

havior as observed. The first model is complemented in also specifying the un-

desirable system properties. The approach analyzes both these specification 

models to generate test cases that are then converted into temporal logic formu-

lae to be model checked on the second model. 

 

1. Introduction, Background and Related Work 

Testing is the traditional and still most common validation method in the software 

industry [3, 5, 18]. It entails the execution of the software system in the real environ-

ment, under operational conditions; thus, testing is directly applied to software. It is 

user-centric, because the user can observe the system in operation and justify to what 

extent his/her requirements have been met. Nevertheless, testing is a cost-intensive 

process because it is mainly based on the intuition and experience of the tester that 

cannot always be supported by existing test tools. Apart from being costly, testing is 

not comprehensive in terms of the validated properties of the system under test 

(SUT). 

Testing will be carried out by test cases, i.e., ordered pairs of test inputs and ex-

pected test outputs. A test represents the execution of the SUT using the previously 

constructed test cases. If the outcome of the execution complies with the expected 

output, the SUT succeeds the test, otherwise it fails. There is no justification, 

however, for any assessment on the correctness of the SUT based on the success (or 

failure) of a single test, because there can potentially be an infinite number of test 

cases, even for very simple programs. Therefore, many strategies exist to compen-

sate these drawbacks. 

Large software systems will be developed in several stages. The initial stage of the 

development is usually the requirements definition; its outcome is the specification 

of the system’s behavior. It makes sense to construct the test cases and to define the 
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test process (as a test specification) already in this early stage, long before the im-

plementation begins, in compliance with the user’s expectancy of how the system 

should behave. This test specification materializes “the rules of the game”. Thus, 

tests can be run without any knowledge of the implementation (specification-ori-

ented testing, or black-box testing). One can, of course, exploit the knowledge of the 

implementation – if available – to construct test cases in compliance with the struc-

ture of the code, based on its data or control flow (implementation-oriented, or white-

box testing). 

Regardless of whether the testing is specification-oriented or implementation-ori-

ented, if applied to large programs in the practice, both methods need an adequacy 

criterion, which provides a measure of how effective a given set of test cases (test 

suite) is in terms of its potential to reveal faults [22]. During the last decades, many 

adequacy criteria have been introduced. Most of them are coverage-oriented, i.e., 

they rate the portion of the system specification or implementation that is covered by 

the given test suite in relation to the uncovered portion when this test suite is applied 

to the SUT. This ratio can then be used as a decisive factor in determining the point 

in time at which to stop testing, i.e., to release SUT or to improve it and/or extend the 

test set to continue testing. 

The conceptual simplicity of this very briefly sketched test process is apparently the 

reason for its popularity. Motivated by this popularity, the combination of formal 

methods and test methods has been widely advocated [6, 17, 19]. Model checking 

belongs to the most promising candidates for this marriage because it exhaustively 

verifies the conformance of a specified system property (or a set of those properties) 

to the behavior of the SUT.  

Model checking has been successfully applied for many years to a wide variety of 

practical problems, including hardware design, protocol analysis, operating systems, 

reactive system analysis, fault tolerance and security. This formal method primarily 

uses graph theory and automata theory to automatically verify properties of the SUT, 

more precisely by means of its state-based model that specifies the system behavior. 

A model checker visits all reachable states of the model and verifies whether the ex-

pected system properties, specified as temporal logic formulae, are satisfied over 

each possible path. If a property is not satisfied, the model checker attempts to gen-

erate a counterexample in the form of a trace as a sequence of states [2, 10].  

The following question arises when model checking is applied: Who, or what guar-

antees that all of the relevant requirements have been verified? To overcome this 

problem, the existing approaches combine testing and model checking in order to 

automatically generate test cases which are then exercised on the real, target system 

[1, 8, 11, 12, 19]. 

The present paper modifies and extends the existing approaches in that, after the test 

case generation, a “model checking” step supports, even replaces the manual test 

process. This has evident advantages: The manual exercising of the vast amounts of 

test cases and observing and analyzing the test outcomes to decide when to stop 

testing, etc., is much more expensive and error-prone than model checking that is to 

automatically run.   
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Based on the holistic approach to specification-based construction of test suites and 

tests, introduced in [4], the approach proposes to generate test cases to cover both the 

specification model and its complement. The aim is the coverage of all possible 

properties of the system, regardless of whether they are desirable or undesirable. 

This helps also to clearly differentiate the correct system outputs from the faulty ones 

as the test cases based on the specification are to succeed the test, and the ones based 

on the complement of the specification are to fail. Thus, the approach handles a 

tough problem of testing (oracle problem) in an effective manner. This is another 

advantage of the approach. 

There are many approaches to generate test cases from finite-state machines [3, 5, 9]. 

Some also attempt to extend and/or modify the underlying model, e.g., using muta-

tion operations [1, 13, 16] which can be seen as special cases of the complementing. 

Thus, the method presented in this paper is different from the existing approaches in 

this aspect. 

Section 2 summarizes the theoretical background and describes the approach, which 

is explained along with a trivial, widely known example. To validate the approach 

and demonstrate the tool support, Section 3 introduces a non-trivial example which is 

analyzed and automatically model checked. Section 4 concludes the paper and gives 

insight into prospective future work.  

 

2. Approach 

2.1 Preliminaries 

A model is always helpful when the complexity of the system under consideration 

exceeds a certain level. It is then appropriate to focus on the relevant features of the 

system, i.e., to abstract unnecessary detail from it. There are several kinds of models. 

During the development, a model prescribes the desirable behavior as it should be, 

i.e., the functionality of the system in compliance with the user requirements (speci-

fication model, MSpec). For validation purposes, one needs another model that de-

scribes the observed behavior of the system (system model, MSyst).  

MSpec is represented in this paper by a finite state machine (FSM) as a triple (S, R, s0), 

where S is a (finite) set of states, R ⊆ S×S is a transition relation, and s0 ∈S is an ini-

tial state. Any (s1, s2)∈R is called an edge of the graphical representation of the FSM. 

For model checking, a test case is represented as a linear temporal logic (LTL) for-

mula φ which is either of the following [10, based on 21]:  

• p, where p is an atomic proposition, or 

• a composition ¬ φ, φ1 φ2, φ1 φ2, X φ1, F φ1, G φ1, φ1 U φ2, φ1 R φ2,  

where the temporal operators have the following meaning over an infinite sequence 

of states, called a path: 

• X (neXt) requires that a property holds in the next state of the path. 

• F (Future) is used to assert that a property will hold at some state on the path. 

• G (Global) specifies that a property holds at every state on the path. 

• U (Until) holds if there is a state on the path where the second property holds, and 

at every preceding state on the path, the first property holds. 
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• R (Release) is the logical dual of U. It requires that the second property holds 

along the path up to and including the first state where the first property holds. How-

ever, the first property is not required to hold eventually. 

MSyst is presented in this paper as a Kripke structure that will be defined as follows 

[10]: Let AP be a set of atomic propositions; a Kripke structure M over AP is a quad-

ruple (S, S0, R, L) where S is a finite set of states, S0 ⊆ S is the set of initial states, R ⊆ 

S×S is a transition relation such that for every state s ∈ S there is a state s’ ∈ S in that 

R(s, s’) and L:S→2AP is a function that labels each state with the set of atomic propo-

sitions that are true in that state. 

 

2.2 Test-Driven Model Checking 

Fig. 1 depicts different aspects 

and the structure of the approa-

ch, which is illustrated as an 

UML-Activity diagram [15] 

including control-flow (solid 

lines) for activities and data-

flow (dashed lines) for the in-

puts/outputs of the activities. 

The main components of the 

data-flow are: SUT, its specifi-

cation and the models MSpec, its 

complement M´Spec, and MSyst. 

MSpec is constructed from the 

specification that has been pro-

duced prior to system develop-

ment. MSyst is constructed from 

the view of the (end) user in 

several steps, incrementally increasing his/her intuitive cognition of the SUT, usually 

by experimenting without any primary knowledge about its structure. 

Fig. 1: Overall structure of the approach 

The approach tentatively assumes that the specification and MSpec is correct. Thus, it 

also tentatively assumes that SUT might not be in compliance with MSpec. As a result 

of the latter assumption, the correctness of the MSyst is also questionable. This  is the 

reason why model checking of MSyst is invoked which is to be controlled by test cases 

that have been generated from MSpec and its complement M´Spec. Note that M´Spec is 

also a FSM because the expressive power of FSM is given by type-3 grammars 

which are closed under complementing. 

The selection of the test cases is carried out applying the edge coverage criterion 

introduced in [4] to MSpec: The edges of the FSM represent test cases; the criterion 

requires all edges be covered by test cases.  

The selected test cases, represented as LTL formulae, are viewed as properties to be 

model checked. Whenever model checking reveals an inconsistency, a fault is dete-

cted. This can, in turn, be caused by an error in SUT, MSyst, MSpec, or specification 

itself. Remember that the approach tentatively started with the checking of the SUT.  

 4 



To put it in a nutshell, the approach assumes that the user has an, even rudimentary, 

understanding of the functionality of the SUT. This understanding leads to MSyst 

which is compared with MSpec. The model checking step is expected to reveal dis-

crepancies. These discrepancies, if any, are the key factors of the fault localization 

that is now a straight-forward process: Check whether the inconsistency is caused by 

a fault in SUT. If not, check MSyst. If the cause of the inconsistency is located in MSyst, 

a fault in the user’s understanding of the system is revealed that must be corrected, 

i.e., MSyst is to be “repaired”. Other sources of faults are the specification and MSpec 

that are to be checked in the same way. 

As a result, the approach makes testing as a separate process “leaner”, even dispensa-

ble: Test cases, which are previously generated and selected by means of the 

specification, are represented as properties to be model checked on MSyst. Each time 

an inconsistency is identified, a fault has been detected which is to be located in a 

well-determined way. The process terminates when the finite set of test cases is ex-

hausted.  

 

2.3 Example 

A simple example, borrowed from [18], is used to illustrate the approach. A traffic 

light system is informally specified by the sequence of the colors, red as the initial 

state:  

red → red/yellow → green → yellow → red →… (1) 

Fig. 2 transfers this specification to a model MSpec. 

In this graphical representation, the nodes 

of MSpec can be interpreted as states or 

events. They can also be viewed as inputs 

that trigger events to occur or cause states 

to take place. Any transition and any 

transition sequence of this graph, e.g., 
Fig. 2: Traffic light system as a FSM 

red → red/yellow (2) 

is valid (legal) in the sense of the specification MSpec. As a test input, these sequences 

should cause the system to succeed the test. The generation of the test cases is ex-

plained in [4]. For the sake of simplicity, any single transition is considered as a test 

sequence that plays the role of a test input coupled with an unambiguous test output 

“succeeded”. This is the way the approach handles the oracle problem. 

The sequence in (2) can be transferred in an LTL formula: 

red → red/yellow: φ = G(red →X(red yellow)) (3) 

This transformation has been intuitively carried out, with the following meaning: 

Globally, it must be satisfied that if in the present state the property “red” holds, in 

the next state the property “red and yellow” holds. 
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Adding the missing edges to the FSM 

of Fig. 2 makes the complementary 

view of the specification visible. In 

Fig. 3, the dashed lines are transitions 

that are not included in the MSpec 

(Note that loops starting and ending at 

the same node are not considered to 

keep the example simple). Thus, these 

additional transitions are called inva-

lid or illegal. Invalid transitions can be included in sequences starting at a valid one, 

e.g., 

Fig. 3: Complementing (with dashed lines) of 

the MSpec of Fig. 2 

red → red/yellow → green → red (4) 

The invalid transitions transfer the system into faulty states; thus, the corresponding 

test reveals a fault. Therefore, the expected test output is “failed”. Accordingly, (5) 

represents the LTL format of the test case given in (4): 

green → red: φ = F(green→Xred) (5) 

This transformation has been intuitively carried out, with the following meaning: 

At some state, it must be satisfied that if in the present state the property “green” 

holds, in the next state the property “red” holds. This implies to the operation of the 

traffic light system that, if in some state the action “green” is enabled, then in the next 

state, the action “red” must be enabled. However, the property in (5) is expected not 

to be satisfied by model checking, because (4) is generated based on the M´Spec. 

The behavior-oriented model MSyst of the system is given in Fig. 4. Note the discrep-

ancies to Fig. 2: Some faults have deliberately been injected to check whether the 

model checking would reveal them. 

Fig. 5 transfers the FSM in Fig. 4 into a Kripke 

structure. The transitions conserve the three states 

red, green and yellow of MSyst, but rename them as 

s1, s2 and s3. The atomic propositions red, green, 

and yellow are assigned to these states in combina-

tion of a negated and not-negated form, expressing 

the color of the traffic light in each state of MSyst.  
Fig. 4: Behavior-oriented system 

model MSyst 

The manual model checking of the Kripke structure of Fig. 5 is sketched in Tab. 1. 

 

 
Fig. 5: Kripke structure for MSyst of Fig. 4 

 

 

 

 

 

The results of the analysis of Table 1are summarized as follows:  

• 1 of 4 legal tests leads to inconsistencies in MSyst. 

• 1 of 8 illegal tests leads to inconsistencies in MSyst.  
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Tab. 1: Manual model checking of the example 

Valid Transitions  Invalid Transitions  

φ1 = G(red →X(red yellow)) ✘ φ5 = F(red →Xgreen) ✘ 

φ2 = G((red yellow) →Xgreen) ✔ φ6 = F(red →Xyellow) ✔ 

φ3 = G(green →Xyellow) ✔ φ7 = F((red yellow) →Xred) ✘ 

φ4 = G(yellow →Xred) ✔ φ8 = F((red yellow) →Xyellow) ✘ 

φ9 = F(green →Xred) ✘ 

φ10 = F(green →X(red yellow)) ✘ 

φ11 = F(yellow →Xgreen) ✘ 

Legend: 

✔: the property is verified to be valid  

✘: the property is verified to be invalid 

 φ12 = F(yellow →X(red yellow)) ✘ 

 

Thus, the model checking detected all of the injected faults: 

• The system does not conduct something that is desirable (φ1), i.e. does not 

do something it is expected to do. 

• The system conducts something that is undesirable (φ6), i.e. does something 

it is expected not to do. 

Any of the inconsistencies reveals a discrepancy between SUT, MSyst, MSpec and the 

specification. Each property that has been violated gives a hint to localize the fault. 

 

3. A Non-Trivial Example and Tool Support  

To validate the approach, the user interface of a commercial system is analyzed. Fig. 

6 represents the utmost top menu as a graphical user interface (GUI) of the Real 

Jukebox (RJB) of the RealNetworks. RJB has been introduced as a personal music 

management system. The user can build, manage, and play his or her individual 

digital music library on a personal computer. At the top level, the GUI has a pull-

down menu that invokes other window components. 

As the code of the RJB is not available, black-box testing only is applicable to RJB. 

The on-line user manual of the system delivers an informal specification that will be 

used here to produce the specification model MSpec.  

As an example, the MSpec in Fig. 7a represents the top-level GUI to produce the de-

sired interaction “Play and Record a CD or Track”. The user can play/pause/re-

cord/stop the track, fast forward (FF) and rewind. Fig. 7a illustrates all sequences of 

user-system interactions to realize the operations the user might launch when using 

the system. As the bold dashed line indicates, a transition from “Pause” to “Record” 

is not allowed. In the following, this property will be used as an example for model 

checking.  

As common in the practice, the user experiments with the system and finds out how 

it functions -- a process that leads to MSyst. Fig. 7b depicts MSyst as a Kripke structure 

of the same abstraction level as Fig. 7a. 
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The analysis process of the RJB delivers a variety of MSpec and MSyst of different ab-

straction levels that are handled by the approach as described in Section 2. 

 

Because of the relatively large 

number of test cases and 

corresponding properties, an auto-

mated framework of tools is 

needed. This framework should 

explore the MSpec and extract the test 

cases, convert them into properties 

and model check these properties. 

For the latter step, SPIN [14] is de-

ployed which is a generic verifica-

tion tool that supports the design 

and verification of asynchronous 

process systems. It accepts 

• the system model described in 

PROMELA (a Process Meta Lan-

guage) [14], and  

• correctness claims specified in 

the syntax of standard LTL. 

 

 

Fig. 6: Top Menu of the RealJukebox (RJB) 

 

 

a b
Fig. 7: a) MSpec and b) MSyst of the top GUI level of the RJB 

 

Fig. 8 contains screenshots of the user interface XSPIN of SPIN to demonstrate some 

steps of the tool deployment. Fig. 8a shows the PROMELA representation of the 

Kripke structure in Fig 7b. A useful utility of XSPIN is the LTL property manager. It 

allows for the editing of LTL formulae and the conversion of them automatically into 

Büchi automata [7, 21], which is then used to verify the defined property. Fig. 8b 

shows how LTL formula “F(pau→Xrec)” is model checked on MSyst and verified as 

not valid. The command line SPIN utilities are used for a batch processing imple-

mented by an additional script where several LTL properties are converted and veri-
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fied. As an outcome, a protocol is produced including the verification result for each 

property. An excerpt of the faults the approach detected is given in Table 2.    

  

a b
Fig. 8: XSPIN screenshots a) PROMELA definition of Kripke structure of Fig. 7b 

                 b) LTL formula for F(pau→Xrec) 

 

Table 2: Detected faults and their interpretation corresponding to the system function  

“Play and Record a CD or Track” 

No. Fault Detected 

1. 
While recording, pushing the forward button or rewind button stops the re-

cording process without a due warning. 

2. 
If a track is selected but the pointer refers to another track, pushing the play button 

invokes playing the selected track; the situation is ambiguous. 

3. 
During playing, pushing the pause button should exclude activation of record 

button. This is not ensured. 

4. Track position could not be set before starting the play of the file. 
 

4. Conclusion and Future Work 

An approach to combining specification-based testing with model checking has been 

introduced. Its novelty stems from (i) the holistic view that considers testing of not 

only the desirable system behavior, but also the undesirable one, and (ii) supporting 

and partly replacing the test process by model checking.  

The approach has numerous advantages over traditional testing. First, model check-

ing is automatically performed implying an enormous reduction of the costs and er-

ror-proneness that stemmed from manual work. Second, the test case and test gen-
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eration are controlled by the coverage of the specification model and its complement. 

This enables an effective handling of the test termination and oracle problems. 

To keep the examples simple, test sequences of relatively short length have been 

chosen; checking with longer sequences would increase the likeliness of revealing 

more sophisticated faults. 

Apart from making use of tools, there is still potential for a more efficient application 

of the approach in the practice: Automatically or semi-automatically transferring the 

test cases to LTL formulae. Also a report generator would enable the production of 

meaningful and compact test reports in accordance with the needs of the test 

engineer, e.g., on test coverage, expected time point of test termination, etc. 

In this paper, an intuitive way of the construction of the system model has been con-

sidered. Proposals also exist, however, for formalization of the model construction, 

e.g., in [19], applying learning theory. Taking these proposals into account would 

further rationalize the approach. 

 

Literature 
1. P. Ammann, P. E. Black, W. Majurski, “Using Model Checking to Generate Tests from Specifications”, 

ICFEM 1998, 46-54 

2. P. Ammann, P. E. Black, and W. Ding, “Model Checkers in Software Testing”, NIST-IR 6777, National 

Institute of Standards and Technology, 2002. 

3. B. Beizer, “Software Testing Techniques”, Van Nostrand Reinhold, 1990 

4. F. Belli, “Finite-State Testing and Analysis of Graphical User Interfaces”, Proc. 12th ISSRE, IEEE 

Computer Society Press, 2001, 34-43 

5. R.V. Binder, “Testing Object-Oriented Systems”, Addison-Wesley, 2000 

6. J. P. Bowen, et al., “FORTEST: Formal Methods and Testing”, Proc. COMPSAC 02, IEEE Computer 

Society Press, 2002, 91-101. 

7. J. R. Büchi, “On a decision method in restricted second order arithmetic”, Proc. Int. Cong. on Logic, 

Methodology, and Philosophy of Science, Stanford University Press, 1962 , 1-11 

8. J. Callahan, F. Schneider, and S. Easterbrook, “Automated Software Testing Using Model-Checking”, 

Proc. of the 1996 SPIN Workshop, Rutgers University, New Brunswick, NJ, 1996, 118–127. 

9. T. S. Chow, “Testing Software Designed Modeled by Finite-State Machines”, IEEE Trans. Softw. Eng., 

1978, 178-187 

10. E. M. Clarke, O. Grumberg, and D. Peled, “Model Checking”, MIT Press, 2000 

11. Engels, L.M.G. Feijs, S.Mauw, “Test Generation for Intelligent Networks Using Model Checking”, 

Proc. TACAS, 1997, 384-398 

12. Gargantini, C. Heitmeyer, “Using Model Checking to Generate Tests from Requirements Specifi-

cation”, Proc. ESEC/FSE ’99, ACM SIGSOFT, 1999, 146-162 

13. S. Ghosh, A.P. Mathur, „Interface Mutation”, Softw. Testing, Verif.,and Reliability, 2001, 227-247 

14. G. J. Holzmann, “The Model Checker SPIN“, IEEE Trans. Software Eng., 1997, 279-295 

15. Object Management Group. UML specification version 1.3, June 1999. http://www.omg.org 

16. J. Offutt, S. Liu, A. Abdurazik, P. Ammann, “Generating Test Data From State-Based Specifications”, 

Softw. Testing, Verif.,and Reliability, 2003, 25-53 

17. V. Okun, P. E. Black, and Y. Yesha, “Testing with Model Checker: Insuring Fault Visibility”, WSEAS 

Transactions on Systems, 2003, 77-82 

18. D. Peled, “Software Reliability Methods”, Springer-Verlag, 2001  

19. D. Peled, Moshe Y. Vardi, Mihalis Yannakakis, “Black Box Checking”, Journal of Automata, Lan-

guages and Combinatorics , 2002, 225-246 

20. Pnueli, “The Temporal Logic of Programs”, Proc. 18th Symposium on Foundation of Comp. Science, 

1977, IEEE Computer Society Press, 46-57 

21. P. Wolper, “Constructing Automata from Temporal Logic Formulas: A Tutorial.”, Proc. European 

Educational Forum: School on Formal Methods and Performance Analysis, 2000, 261-277 

22. H. Zhu, P.A.V. Hall, J.H.R. May, “Unit Test Coverage and Adequacy”, ACM Comp. Surveys, 1997, 

366-427 


	Valid Transitions
	Invalid Transitions

	Literature

