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Abstract 
With the growing complexity of computer-based systems, their user interfaces, which are mostly realized graphically, also become 
more complex. Accordingly, the test and analysis process becomes more tedious and costly as well. The present paper introduces a 
holistic view of fault modeling that can be carried out as a complementary step to system modeling, thus specifying both the desir-
able and undesirable behavior of the system under test. This enables a precise scalability of the test process, revealing much ration-
alization potential. Finite-state based notions and tools enable the introduction of efficient algorithms to generate and select test 
cases automatically. The elements of the approach will be illuminated and validated by realistic examples. 

ACM CR Categories and Subject Descriptors 
D.2.4 [Software Engineering]: Software/Program Verification – validation; D.2.5 [Software Engineering]: Testing and Debug-
ging – error handling, coverage testing; F.1.1 [Models of Computation]: Automata – finite state; F.4.3 [Formal Languages]: 
Classes Defined by Automata – regular expressions 

General Terms 
Verification, Design, Human Factors, Computer-Human Interaction, Management. 

Keywords 
Systematic testing, test case generation/selection, black box/white box testing, test coverage/planning/scalability, interaction se-
quences, event sequence graphs, graphical user interfaces, regular events. 
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1. Introduction 
 
While developing interactive systems, construction of the user interactions (UI) deserves special care and should be 
handled separately because it requires different skills, and maybe different techniques, than construction of common 
software does. The need to define a User Interaction Management System that can be  independent of the application, 
graphics package, etc., was recognized very early on [ThHa]. The present paper will focus on UI, especially on speci-
fication and validation aspects of the system behavior and its collaboration with the user. As nowadays UIs will be 
mostly implemented graphically, we will concentrate on graphical user interfaces (GUI); UI and GUI will be used 
interchangeably. Apart from GUI testing, the approach introduced here (or at least its basic idea) can be deployed for 
user-centered testing and analysis of any human-computer system, including reactive systems such as Internet applica-
tions, vending machines, CD players, etc. Moreover, context-aware interfaces or attentive user interfaces [CACM] 
base on simple user interfaces which will be at the end processed sequentially by human end users. 
 
The design aspect of the UI development needs a good understanding of the user and his/her needs, while the im-
plementation aspect requires familiarity with the technical equipment, e.g. programming platform, language, etc. 
[SHNE, HORR]. Testing requires both of these, i.e., a good understanding of user requirements and familiarity with 
the technical equipment. This paper is about UI testing, i.e. testing of the software which materializes the UI. Analysis 
aspects will also be covered to some extent, as testing and analysis usually belong together. 
 
Based on finite-state automata (FSA) and regular expressions, the paper will introduce a holistic view: Fault modeling 
will be carried out as a complementary step to system modeling. Thus, both the desirable and undesirable behavior of 
the system will be specified at the same level of the design granularity. In other words, intended and unintended usage 
scenarios will be generated to check both that system behavior is in compliance with the user’s expectations and that 
faults are handled properly. Appropriate formal notions will be used to introduce efficient algorithms to generate and 
select test cases automatically. Essentially, the FSA model will be systematically augmented with “fault” transitions 
and then paths through the augmented FSA that end in a fault transition will be exercised. The completeness of the UI 
test can be determined by exploiting some graph-theoretical features of the state transition diagram of the FSA that 
models the system under test (SUT) and its faults. This enables a precise scalability of the test and analysis process, 
leading to a better cost-effectiveness and test management. 
 
While constructing test cases, one generally has to produce meaningful test inputs and then to determine the expected 
system outputs for these inputs. Accordingly, to generate test cases for a UI, one first has to identify the test objects 
and test objectives. The test objects are the instruments for the input, e.g. screens, windows, icons, menus, pointers, 
commands, function keys, alphanumeric keys, etc. The objective of a test is to generate the expected system behavior 
(desirable event) as an output by means of a well-defined test input, or a sequence of inputs. In a broader sense, the 
test object is the SUT; the objective of the test is to gain confidence in the SUT. Robust systems also possess a good 
exception handling mechanism, i.e. they are responsive not in terms of behaving properly in case of correct, legal 
inputs, but also by behaving in a friendly manner in case of illegal, erroneous inputs by the user, generating construc-
tive warnings, or tentative corrections, that navigate the user in the right direction. In order to validate such robust be-
havior, one needs systematically generated erroneous inputs which entail injection of undesirable events into the SUT. 
Without a proper exception handling mechanism, such events would usually transfer the software under test into an 
illegal state, even causing a system crash. Some authors call this requirement input completeness [ULRI], which 
means a complete coverage of both the legal, correct inputs and the illegal, erroneous ones. 
 
Test inputs of a GUI usually represent sequences of GUI objects activities and/or selections that will operate interac-
tively with the objects (Interaction Sequences – IS [WHIT], see also [KORE], Event Sequences - ES). Such an interac-
tive sequence is complete (CIS, see [WHIT]) if and only if it eventually produces the desired system response. From a 
knowledge engineering point of the view, the testing of a GUI represents a typical planning problem that can be 
solved in a goal-driven manner [MEM2]: Given a set of operators, an initial state and a goal state, the planner is ex-
pected to produce a sequence of operators that will change the initial state to the goal state. For the GUI testing prob-
lem described above, this means we have to construct the test sequences considering both the desirable, correct events 
and the undesirable, faulty events. A major problem is the unique distinction between correct and faulty events (Ora-
cle Problem, [MEM1]). Our approach will exploit the concept of CIS to elegantly handle the Oracle Problem. 
 
Another tough problem while testing is the decision when to stop testing (Test Termination Problem and Testability 
[HAML, FRIE]). In exercising a set of test cases, the test results can be satisfactory, but this is limited to these special 
test cases. Thus, for the quality evaluation of the program under test one needs further, rather quantitative arguments, 
usually materialized by well-defined coverage criteria. The most well known coverage criteria are based on structural 
issues of the program to be tested (implementation orientation/white-box testing), its behavioral, functional descrip-
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tion (specification orientation/black-box testing), or both, if both implementation and specification are available (hy-
brid/gray-box testing). 
 
The present paper will summarize our research work, illustrating it with examples lent from real projects. The favored 
methods for modeling will concentrate on finite-state-based techniques, i.e. state transition diagrams and algebra of 
the regular events. For a more convenient and illustrative handling of the problem, inputs and states of the FSA will be 
merged; resulting digraphs will be called Event Sequence Graphs (ESG). For the systematical, scalable generating and 
selection of test sequences, and accordingly, for the test termination, the notion Edge Coverage of the ESG will be 
introduced. Thus, our approach is directed primarily at the user, i.e. it is specification-oriented. It enables an incre-
mental refinement of the specification which at the beginning may be rough and rudimentary, or even nonexistent. 
However, the approach can also be deployed in implementation-oriented testing in a refined format, e.g. using the 
implementation (source code) as a concise description of the SUT (i.e. as the ultimate specification) and its control 
flow diagram as a finite-state machine and as a state transition diagram, respectively (see also [GOSS, PRAT]). To 
sum up, the approach can be used not only for requirements analysis and validation before implementation, but also 
for analysis and testing of existing code. 
 
Section 2 introduces a simplified interpretation of finite-state machines and regular expressions which will be used for 
modeling both the system and the faults through interaction sequences. Cost aspects will be discussed in Section 3; a 
basic test coverage metric will be introduced to justifiable generate test cases. An optimization model to solve the test 
termination problem will be summarized and some potentials of test cost reduction will be discussed. Section 3 in-
cludes further rationalization aspects as automatically executing test scripts that have been specified through regular 
expressions. Further examples and discussion of the approach validation will be given in Section 4. Section 5 dis-
cusses the approach, considering related work, and concludes the paper with a summary of the results. 
 
Putting the different components of the approach together, a holistic way of modeling of software development will be 
materialized, with the innovation in that the complementary view of the desirable system behavior will be generated at 
the same stage. This enables one to obtain a precise and complete description of desirable and undesirable situations 
and events, leading to a systematic, scalable technique for both system modeling and fault modeling. 
 
 

2. System Modeling From the User’s View – Theoretical Background 
 
In modeling a GUI, the focus is usually on the correct behavior of the system as the set of expected, desirable situa-
tions and events, caused by legal, correct inputs of the user. Describing the system behavior in unexpected, undesir-
able, exceptional situations which will be triggered by illegal inputs and other undesirable events is likely to be ne-
glected during the design stage, due to likely time and cost pressure of the project. The precise description of such 
undesirable situations is, however, of critical importance to user-oriented fault handling.  This is because the user has 
not only a clear, intuitive understanding of how his or her system functions properly, but also an understanding of 
which situations are not in compliance with his or her expectations. In other words, we need a complete specification 
to describe the system behavior in both legal and illegal situations, in accordance with the expectations of the user. 
Once we have such a complete description, we can then precisely specify our hypotheses to detect undesirable situa-
tions, and determine the due steps to localize and correct the faults that cause these situations.  
 
 
2.1 Finite-State Automata, Event-Sequence Graphs 
 
Deterministic finite-state automata (FSA), also called finite-state sequential machines, have been successfully used for 
many decades to model sequential systems, such as logic design of both combinatorial and sequential circuits [NAIT, 
DAVI], protocol conformance of open systems [BOCH, SARI, SCHW], compiler construction [AhUl], as well as for 
specification and testing of UI [PARN, CHOW, WHIT]. FSA are broadly accepted for the design and specification of 
sequential systems for good reasons. First, they have excellent recognition capabilities to effectively distinguish be-
tween correct and faulty events/situations. Moreover, efficient algorithms exist for converting FSA into corresponding 
regular expressions (RegEx), and v.v. [GLUS, EGGE, SAL1]. RegEx, on the other hand, are traditional means to 
generate legal and illegal situations and events systematically. 
 
A FSA can be represented by (in the sense of Moore Finite Automata) 
- a set of inputs and a set of states, 
- a next-state function that maps pairs of inputs and states to next states. 
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This is a rather informal, but nonetheless sufficiently precise, definition which will be used in this paper. FSA will be 
represented by their state transition diagrams (STD). STDs are directed graphs, having an entry node and an exit node, 
and there is at least one path from entry to exit. (We will use the notions “node” and “vertex” interchangeably). The 
edges connect the adjacent nodes and will be labeled by inputs and outputs, in accordance with the next-state function. 
 

 
Fig. 1: State Transition Diagram (STD) of a Finite-State Automata (FSA) 
 
For representing UI, we will interpret the elements of the input set of the FSA as the operations on identifiable objects 
that can be perceived and controlled by input/output devices, i.e. elements of WIMPs (Windows, Icons, Menus, and 
Pointers). Any chain of edges from one vertex of the STD to another one, realized by sequences of “user inputs – 
(interim) system responses – user inputs – …” defines an interaction sequence (IS). Please note that there could also 
be no interim system responses so that IS can consist of only user inputs.  
 
For the user, the system response can be an expected, desirable event. Undesirable events are responses which the user 
does not want, i.e. a faulty result, or an unexpected result that surprises the user. An IS is complete if the (final) re-
sponse is a desirable event. Following this idea, we merge the inputs and states, assigning them to the vertices of the 
STD. The next-state function will be interpreted accordingly, thus inducing the next input that will be merged with the 
due state. This is in accordance with the conventional interpretation of finite automata as acceptors of input sequences, 
having a single initial state and final (accepting/rejecting) state(s) [GILL, SAL2]. In other words, we abstract from 
states and concentrate on inputs. The result is a simplified version of the STD that we call an Event Sequence Graph  
(ESG). ESG are digraphs and can be compared with the Myhill graphs [MYHI] which will also be used as computa-
tion scheme [IANO], or as syntax diagrams, e.g. to define the syntax of Pascal [TENN]. The difference between the 
Myhill graphs and our ESG is that the symbols that label the nodes of the latter can be interpreted not only as letters of 
an alphabet, but also as operations. Fig. 2 represents the ESG of the example 1. 
 

 
 
 
Fig. 2: Event sequence graph (ESG) of the FSA of the Fig. 1 
 
To sum up, we use the notions “state” and “input” on one side, and “state” and “output” (as “system response”) on the 
other side, synonymously, because the user is interested in the external behavior of the system, and not its internal 
states and mechanisms. Thus, we are strongly focusing on the needs and expectations of the user. 
 
From the formal side, ESGs have the same computational power as the FSA (type-3 grammars, producing regular 
languages), having recognizing capabilities, e.g. to answer our question “Is a (final) event desirable?”, which is decid-
able for type-3 grammars. We are, however, also interested in generating capabilities, i.e. to answer the question 
“How can we construct test inputs in a systematic and scalable manner?”. The determination of both - generating a 
test input (in the form of a CIS) and a decision whether this input triggers a desired, expected system response (once 
the SUT has been exercised with this input) - can be efficiently carried out using regular expressions. 
 
 
2.2 Regular Expressions, Event Algebra 
 
Regular expressions have the same computational power as the type-3 grammars. To introduce this concept infor-
mally, we assume that a regular expression RegEx consists of symbols a, b, c, ... of an alphabet, connected by opera-
tions 
- Sequence (Catenation, or concatenation) will be usually denoted by no explicit operation symbol, e.g. ab means 

b follows a,  
- Selection (Union) will be denoted by +, e.g. a+b means a or b, 
- Iteration (Kleene’s Star Operation, catenation closure) will be denoted by *, e.g. a* means a will be repeated an 

arbitrarily number of times (including zero times producing the empty word); a+: at least one occurrence of a. 
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Example 2.3: T = [(ab(a+c)+)*] 
 
The symbols of the RegEx can be atomic/terminal symbols as well as regular expressions. Accordingly, they can be 
interpreted as single actions, or an aggregation of actions. An action can represent a command, a system response, etc. 
Axiom systems for the algebraic transformation of regular expressions are well-understood and will be used for sim-
plification of expressions, especially via reducing their star height (event algebra, see [SAL1, SAL2; SHAW]). Fur-
ther discussion on scalability, efficiency, cost aspects and regular expressions can be found in Section 4.   
 
This brief informal introduction will be sufficient to explain and understand our approach. 
 
 

3. Modeling the Desirable System Behavior and the Undesirable One 
 
3.1 An Elementary Example and Terminology 
 
Fig. 3 represents a small part of a MS WordPad-like word processing system (see also [MEM1]). This GUI will be 
usually active when a text portion is to be loaded from a file, or to be manipulated by cutting, copying, or pasting. The 
GUI will also be used for saving the text to the current file (or to another one). At the top level, the GUI has a pull-
down menu with the options File and Edit that invoke other components, e.g. File event opens a sub-menu with Save 
As and Open as sub-options. These sub-options have further sub-options. The option select can invoke sub-
directories or select files. There are still more window components which will not be described here further. The win-
dow can be closed by selecting either Open or Cancel. The described components are used to traverse through the 
entries of the menu and sub-menus, creating many combinations and accordingly, many applications. 
 

 
 
Fig. 3: Example of a GUI   
 
 
Fig. 4 presents the GUI described in the Fig. 3 as an event sequence graph (ESG). Again, the terms event, state, and 
situation will be used here interchangeably. Each of the three sub-graphs of Fig. 4 represents inputs which interact 
with the system, leading eventually to events as system responses that are desirable situations in compliance with the 
user’s expectation. Based on the sub-graphs, due interaction sequences (IS) can be generated. Traversing the ESG 
from the entry to the exit produces a complete walk through the ESG which we call also a complete IS (CIS). 
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Fig. 3 is easy to understand, but an informal and imprecise presentation of the GUI, while Fig. 4 is a formal presenta-
tion that neglects some aspects, e.g. the hierarchy, while still being precise. The conversion of Fig. 3 into Fig. 4 is the 
most abstract step in our approach that must be done manually, requiring some practical experience and theoretical 
skill in designing GUIs. As is common in modeling processes, we choose and name such events in the diagram that 
seem to us most relevant, attempting to adopt the user’s view of the picture; there is no algorithmic or canonic way to 
abstract the relevant part from the entire environment. The majority of the task that follows the modeling can, how-
ever, be carried out automatically, according to algorithms we describe in this paper. 
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Fig. 4: Fig. 3 presented as an ESG 
 
 
The determination of the CIS should ideally be carried out during the definition of the user requirements, long before 
the system will be implemented. They can then be used as part of the systems specification and test specification. CIS 
can also be incrementally produced, however, at any later time, even during the test stage, in order to discipline the 
test process. 
 
 It cannot be emphasized strongly enough that what we are doing here contributes to an elegant solution of the Oracle 
Problem: Identification of the Complete Interaction Sequences (CIS) does present the meaningful, expected system 
outputs which will be constructed here systematically. What we need is the construction and analysis of the test inputs 
in terms of sequences of user interactions. 
 
 
 
3.2 Interaction Pairs 
 
Once the FSA has been constructed, more information can be gained by means of its ESG. First, we can now identify 
all legal sequences of user-system interactions which may be complete or incomplete, depending on whether they lead 
to a well-defined system response in accordance with the user's expectation (note that the incomplete interaction se-
quences are sub-sequences of the complete interaction sequences). Second, we can identify the entire set of the com-
patible, i.e. legal interaction pairs (IP) of inputs as the edges of the ESG. This is a key feature of the present ap-
proach, as it will enable us to define the edge coverage notion as a test termination criterion. 
 
As an example, Fig. 5a lists all IPs of the sub-menu open file (Fig. 5) which is a sub-graph of the Fig. 4. For illustra-
tion, the Regular Expression for this sub-graph is given in Fig. 5c. 
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Fig. 5: Sub-Graph open file of the ESG given in Fig. 4 
 
 

Sub-Graph IPs 
Open File AA,AB,BD,BE,BF,EH,FA,ED,EE,

DD,DE,DH 
 
Fig. 5a: Interaction Pairs (IPs) of the Sub-Graph open file of the Fig. 4 
 
As a next step of the test case construction, we generate CISs as test inputs. These are sequences of UIs which start at 
the entry and reach the exit of the ESG, traversing this graph, edge by edge, or IP by IP. Fig. 5b gives some CIS for 
the example sketched in Fig. 4. Please note that these CISs are supposed to transfer the system into a final, desirable 
state which fulfills the user’s expectations. Thus, we have now complete test cases consisting of CISs as inputs and 
expected outputs. 
 
 

Sub-Graph Some CISs 
Open File ABEH, ABFADH, AABDEEDH, … 

 
Fig. 5b: Some Complete Interaction Sequences (CISs) as test inputs of the Sub-Graph open file of the Fig. 4 
 
 
The generation of the CISs and IPs can be based either on the ESG or on the corresponding RegEx [GLUS, SAL1], 
whichever is more convenient for the test engineer. Finite-state-based techniques have already been successfully used 
for many years for conformance testing of protocols by many authors [BOCH]. Here, we prefer the use of RegEx for 
the automatic generation of test cases because of their advantages using algebraic methods, e.g. for scalability, as we 
explain in Section 4 (see also [BeDr]). 
 
 

Sub-Graph RegEx 
Open File A+B(FA+B) *(E+D)+H 

 
Fig. 5c: Regular Expression (RegEx) of the Sub-Graph open file of the Fig. 4 
 
 
The information given in figures 5a, 5b, and 5c is actually included in Fig. 5, the subfigures are supposed to help un-
derstand the approach better. What is now required is a criterion for the completeness of the test cases that will deter-
mine when to stop testing. This problem will be addressed in Section 4. 
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3.3 Extending Event Sequence Graphs by Faulty Interaction Pairs 
 
The faults in UIs arise mostly from the following: 
- The expected behavior of the system has been wrongly specified (Specification Errors). 
- The implementation is not in compliance with the specification (Implementation Errors). 
 
In our approach, we will exclude user errors, i.e. we suggest that there are no user errors. In other words,  we suggest 
that the user is always right. We require that the system must detect all inputs that cannot lead to a desired event, 
inform the user, and navigate him or her properly in order to reach a desirable situation. 
 
One consequence of this requirement (Input Completeness, as mentioned in the Introduction) is that we need a view 
which is complementary to the modeling of the system. This will be done by systematic and stepwise manipulation of 
the ESG that models the system. For this purpose, we introduce the notion Faulty/Incompatible Interaction Pairs 
(FIP) which consist of inputs that are not legal in the sense of the specification. For our example open file given in 
Fig. 4 as a sub-graph,  Fig. 6 generates all FIPs by threefold manipulations, producing the completed ESG (CESG): 
- Add edges in opposite direction wherever only one way edges exist (reversing, dotted connections). 
- Add iterations to vertices wherever none exist in the specification (looping, dashed-dotted connections). 
- Add two way edges between vertices wherever no edges exist (networking, dashed connections). 
 
Now we can construct all potential interaction faults systematically, building all illegal combinations of symbols that 
are not in compliance with the specification (FIPs in Fig. 6a). Our objective is to generate test cases to check the sys-
tem behavior in case of faulty inputs sequences, i.e. undesirable events. For this purpose, we use the FIPs to construct 
test inputs twofold: 
- FIPs that start at the entry are complete test inputs to trigger undesirable situations. 
- FIPs which do not start at the entry are not executable. To exercise them, corresponding ISs that start at the entry 

and end at the first symbol of such FIPs will be generated as their prefixes. These prefixes will be called starters. 
Thus, we construct executable extensions of FIPs to, and  transfer the system into, undesirable situations.  

 
We then have faulty (or illegal), complete interaction sequences (FCIS) of different length, which are executable. In 
our example (Fig. 6b), FIPs which start with the entry symbol A, i.e. AD, ..., AF, are complete and do not need any 
prefixes as they are executable; in other words, they are FCIS of length two. They conduct the system into a faulty 
situation. Please note that the attribute “complete” within the phrase FCIS expresses only the fact that the FIP  might 
have been “completed” by means of an IS as a prefix to make this FIP executable (otherwise it is not complete, i.e. not 
executable). Thus, a FCIP can be used as a test sequence which will conduct the system into a undesirable, faulty 
situation with the goal to reveal and activate its exception handling mechanism (Fault Injection). 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 6: CESG (Completed ESG) of the Sub-Graph open file of the Fig. 4 
 

 
 
F. Belli, TR 2003/1 "A Holistic View for Modeling and Testing …“,        Version 2.0 (April 2003)   Page 9 of 26 



University of Paderborn, Institute for Electrical Engineering and Information Technology           Software Engineering 

Please note also that the FCISs listed in Fig. 6b are supposed to transfer the system into a faulty, undesirable situation. 
Thus, we have now complete test cases consisting of FCISs as inputs; expected outputs are by definition always unde-
sirable situations. We need now a criterion to judge the efficiency of the test cases that will determine when to stop 
testing. This problem will be handled in the Section 4. 
 
 

Sub-Graph FIPs 
Open File AD,AE,AF,AH,BA,BB,BH,DA,DB,DF,EA,EB,EF,FB,FD,FE,FF,FH,HA,

HB,HD,HE, HF,HH 
 
Fig. 6a: The set of FIPs (Faulty Interaction Pairs) of the Sub-Graph open file of the Fig. 4 
 
 

Sub-Graph FCISs 
Open File AD,AE,AF,AH,ABA,ABB,ABH,ABDA,ABDB,ABEA, 

ABEB,ABFB,ABFD,ABFE,ABFF,ABFH,AB(E+D)HA,AB(E+D)HB,
AB(E+D)HD,AB(E+D)HE, AB(E+D)HF, AB(E+D)HH 

 
Fig. 6b: The set of FCISs (Faulty Complete Interaction Sequences) of the Sub-Graph open file of the Fig. 4        
 
 
Please note that FCISs are UI sequences which start at the entry of the ESG (like the CISs), but by definition will not 
reach its exit (unlike the CISs): Once the system is in a faulty state, it cannot accept any further legal or illegal inputs, 
because an undesirable situation can neither be conducted to a desirable one, nor can it be transferred into an even 
more undesirable one (a fault cannot be “faultier”). Prior to further input, the system must recover, i.e. the illegal 
event must be undone and the system must be conducted into a legal state through a backward or forward recovery 
mechanism [GOOD, RAND]. 
3.4 Handling Context Sensitivity  
 
A  problem we have to deal with during system modeling stems from the convenience of using the same commands, 
or same icons for similar operations in different hierarchical levels of the application, e.g. delete for deleting a sym-
bol, but also a record, or even a file. Using the context information, the system can usually carry out the proper action. 
Our approach, however, eliminates the hierarchy information while abstracting the real system into the model (see the 
conversion of Fig. 3 to Fig. 4). 
 
 

 
 
Fig. 7: Ambiguities in Interaction Sequences (here: the symbol a) 
 
Fig. 7 depicts an FSA that has two different states which will be initiated, i.e. triggered and identified by the same 
input a. While constructing the IPs and FIPs, and accordingly the CISs and FCISs, we have to differentiate between 
the state a that leads to b and the state a that can be reached by b and c. We have here an ambiguity that can be best 
resolved by indexing the state a, i.e. a1, to identify the first appearance of the a, and a2 to identify its second appear-
ance. This indexing can help then to reconstruct the different hierarchy levels which have been “flattened” in the 
course of modeling.  
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A good naming, or indexing, policy keeps the Hamming Distance of the identifiers of states with semantic and prag-
matic similarity as small as possible, not only in order to enable a good proximity of the  associated notions, but also 
to determine different hierarchy levels of the UIs. As an example, we could name the operation “delete” 
- delete_char, if we want to delete a character,  
- delete_word, if we want to delete a word,  
- delete_rec, if we want to delete a record,  
- delete_file, if we want to delete a file, 
etc., or assign different, but associative icons to such operations. 
 
 
3.5 Discussion of the Simplification through Event-Sequence Graphs 
 
As explained in Section 2.1, for modeling the UI via FSA, we merge the states and inputs/outputs, resulting in an 
ESG. This simplifies the complementing of the State-Transition-Diagram (STD) considerably. We explain this by 
means of a simple example. 
 

 
Fig. 8a: A Moore Finite-State Automaton (FSA) 
 
The FSA in Fig. 8a has three states and an input/output alphabet of two symbols a,b. To construct the corresponding 
ESG, we merge the input a with the state 1, and b with the state 2. State 0 is the entry. 
 

 
Fig. 8b: Event-Sequence Graph (ESG) 
 
 
Fig. 8b.  (Include caption.) 
 
 

 
Fig 9a: FCIS of Fig. 8b (dashed lines), leading totally to 4 edges (2²=4) 
 
The completed ESG (CESG) of the ESG in Fig. 8b is given in Fig. 9a and has a total of four edges, i.e. arcs connect-
ing the vertexes. The completed FSA for Fig. 8a is given in Fig. 9b and has 6 edges. Please note that we add a fault 
state E. For the sake of simplicity, some arcs are associated with both inputs a,b. Generally, a Moore FSA with n 
states and an input alphabet of the cardinality m has totally m.n connections while its ESG has n² events which can be 
associated with states and/or symbols of input/output. 

 
Fig. 9b: FCIS of Fig. 8a (dashed lines), leading to a total of 6 edges  (2.3=6; arcs with two inputs count double) 
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In spite of the advantages of the introduction of ESG, the tradeoff for this simplification is that it neglects the states of 
the FSA and the hierarchy levels of menus.  Generation of test cases which need information about the inner behavior 
of the system might become difficult, e.g. to check that a save operation will not be executed if the loaded file is 
write-protected or to check that a certain button has been deactivated because of a previous operation in a former 
menu with many entries for alternative user inputs. Presentation of such situations is generally possible (see Section 
3.4), but might become tedious because of the likely numerous combinations of different values of corresponding 
flags which can be set or reset in different menus. In all these cases, Boolean algebra-based techniques, e.g. decision 
tables, Karnaugh-Veitch diagrams, etc. might be more convenient to construct test cases. Please remember that it is 
not realistic to suppose that a single test method will serve as a "silver bullet" to reveal all kinds of faults. We hope the 
case studies in Section 5 will demonstrate the strength of the present approach. 
 
 
4. Scaling and Optimizing the Test Process 
 
4.1 Defining, Scripting and Automating the Test Procedure 
 
Using the notions we introduced in the previous sections, the test process can now be summarized as follows (com-
pare with [WILL]): 
1. Construct the set of test cases which includes all types of interaction sequences, i.e. all CISs and FCISs to pro-

duce the desired system responses and error messages, respectively (Predictability of the tests, defining oracles). 
2. Input CISs and FCISs to transfer the system into a legal or illegal state, respectively (Controllability). 
3. Observe the system output that leads to a decision whether the output leads to an expected, desirable system re-

sponse or an undesirable, faulty event. In the latter case, an error message or warning will be invoked, provided 
that an exception handling mechanism has been included (Observability). 

 
The steps 1 to 3 can be carried out effectively. Thus, we have a monitoring capability as the sum of Predictability, 
Controllability and Observability features of the testing process that leads to a high grade of testability. Monitoring re-
quires a modular and loosely coupled structure of software which must be designed carefully, considering the methods 
and principles of the modern Software Engineering  (Much can be learned from other engineering disciplines for De-
sign for Testability, see [WILL]). 
 
We already mentioned in the Sections 1 and 2 that a finite-state automaton FSA, or its ESG, can be converted to a 
corresponding regular expression (RegEx). Although the test case generation through FSA can be carried out without 
problems, RegExs have some essential advantages over FSA concerning scalability. Once we have constructed the 
corresponding RegEx of an FSA, we can use efficient algorithms to generate test case sets the cost of which can be 
determined exactly in terms of the length and number of test cases, as proposed by F. Belli, J. Dreyer and K.-E. 
Grosspietsch [BeGr, BeDr]. 
 
In many cases, the corresponding RegEx for an FSA can be constructed intuitively; well-known algorithms, e.g. de-
veloped by W.M. Gluschkow [GLUS] or A. Salomaa [SAL2], can be implemented for this conversion [TROE]. Hav-
ing once converted the FSA into a RegEx, we can also use the Event Algebra [SAL1, SHAW] to reduce the complex-
ity of the RegEx, without changing its generating capacity. The event algebra also helps to check similarities and 
equivalencies of RegExs.    
 
Another advantage of operating with the regular expressions instead of the corresponding FSA is that the expression 
can be used as a test script, i.e. as a test program that can be semi-automatically expanded by many commercially 
available test tools, e.g. IAR's Visual State, Mercury's WinRunner, etc. (Some test planning and coding effort is nec-
essary). The scaling work can then be carried out by the tool; the test engineer has only to specify the maximum 
length of the interaction sequences which are to be generated and exercised automatically according to the scripted 
test plan. Apart from test tools, state-based design and specification tools such as STATEMATE are potential can-
didates to deploy our approach for flexible and effective fault handling. 
 
 
4.2 Test Coverage and Cost Aspects 
 
As has already been repeatedly mentioned, one of the most difficult decision problems during testing is the deter-
mination of the time point when to stop testing. Since the 1970s, a variety of criteria to generate and to select test 
cases has been developed. Some of these criteria are formal, i.e. having a mathematical stringency, e.g. based on 
Predicate Logic ([GeGo]). The informal and semi-formal criteria introduce different test coverage metrics, e.g. to 
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cover the structure of the system under test (SUT), or to cover its specification ([MUSA, RaWe], see also Section 1, 
Introduction and Section 6, Related Work). 
 
In our approach, we suggest to cover all combinations of edges which connect the nodes, i.e. to cover all of the IPs 
(interaction pairs) and FIPs (faulty/illegal interaction pairs). 
 
With the definition of IPs  and FIPs, we have all the elements we need for the optimization of  the test process that has 
monitoring capability (see Section 4.1): 
- Cover all IPs of the CESG (Completed Event Sequence Graph) by means of CISs (Complete Interaction Se-

quences). 
- Cover all FIPs of the CESG by means of FCISs (Faulty Complete Interaction Sequences). 
Subject to the following: 
- Keep the number and total length of the CISs minimal. 
- Keep the number and total length of the FCISs minimal. 
 
The union of the set of CISs and FCISs to resolve this optimization problem will be called Minimal Spanning of Com-
plete Interaction Sequences (MSCIS). In other words, we are seeking for a minimal set of CISs and FCISs to cover all 
prototypes of legal and illegal user-system interactions, revealing all appearances of system behavior, i.e. triggering 
all desired and undesired events. If we succeed in this, we have a complete and minimal set of test cases to exercise 
the SUT. As we constructed the FSA and its ESG according to the user expectations, the user himself or herself acted 
as an Oracle of a high level of trustworthiness. Thus, our test inputs are CISs and FCISs; test outputs are desired and 
undesired events, respectively. Thus, test cases will be determined during the construction of the FSA and its ESG, de 
facto resolving the Oracle Problem.  Moreover, our approach delivers not only test cases, but it can also effectively se-
lect and optimize a meaningful set of test cases to reach a well-defined coverage. 
 
Any CIS represent a legal walk that traverse the ESG from entry to exit, forming sequences of edges through the ESG. 
An entire legal walk contains all IPs at least once. A legal, entire walk is minimal if its length cannot be reduced. A 
minimal, legal walk is ideal if it contains all IPs exactly once. It is evident that entire walks and ideal walks exist only 
for legal walks. 
 
Illegal walks are given by the the FCISs. An illegal walk is minimal if its starter cannot be shortened. Please remem-
ber that we need starters as prefixes to exercise an FCIS (see Section 3.3). Thus, a walk starts at the entry, comes to an 
FCIS and never reaches the exit. 
 
As demonstrated by the examples of the Section 3, legal and illegal walks can easily be generated for a given ESG as 
CISs and FCISs, respectively (Fig. 5a, 5b and Fig. 6a, 6b). It is not, however, always possible to construct an entire 
walk and an ideal walk.  
 
Using some results of the graph theory [WEST], MSCIS can be constructed as follows: 
- Check whether an ideal walk exists. If not, check whether entire walks exist. If yes, construct a minimal one. If 

there is no entire walk, construct a set of walks with the minimal total length to cover all IPs. 
- Construct minimal illegal walks to cover all FCISs. 
 
Fig. 10 lists the minimum set of the legal walks and completed illegal walks for the example used in Section 2.1. 
Please note that no entire walk exists. 
 

 

Min. set of CISs to 
cover all IPs 

AABFABEEDDEH, ABDH 

Min. set of FCISs 
to cover all FIPs 

AD,AE,AF,AH,ABA,ABB,ABH,ABDA,ABDB,ABEA,ABEB,ABFB,ABFF,AB
(E+D)HA,AB(E+D)HB,AB(E+D)HD, AB(E+D)HE 

Fig. 10: The Minimal Spanning of Complete Interaction Sequences (MSCIS) as the union of the minimal set of 
CISs and minimal set of FCISs of the Sub-Graph open file of the Fig. 4 
 
A similar problem is the Chinese Postman Problem which has been studied thoroughly by A.V. Aho, T. Dahbura, Ü. 
Uyar et al., introducing the notion of “Multiple Unique Input Output Sequences” [AhDa, SABN]. Our MSCIS prob-
lem is expected to have less complexity, as the edges of the FSA are not weighted, i.e. the adjacent vertices are equi-
distant. Therefore, we assume that the edges have all the length one. Further, we are not interested in tours, but walks 
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through the graph, beginning in a start node (entry) and finishing in an end node (exit). Below we include some more 
results that are relevant to calculating the test costs and enabling a scalability of the test process. 
 
If the CFSA has n vertices, there are at most n² edges (IPs and FIPs) that connect each of the n vertices with all of the 
other vertices [AhHo, WEST]. Assuming that FSA has d edges as legal IPs to present the desired CISs, exactly u=n²-d 
edges are illegal FIPs. Thus, we can have at most u FCISs of minimal length, i.e. of length 2 (This is when the entry 
input will be followed immediately by an illegal input); accordingly, the maximal length of an FCIS can be n (we 
have a CIS except the last input, i.e. the illegal input occurs just before and instead of the exit). 
 
The minimum length of the CISs can be n-1 (inducing an ideal walk as a linear sequence); the maximum length of the 
CISs increases as n².  The sum of the maximum lengths of CISs and FCISs also increases as n². Thus the complexity 
of the algorithm to construct the MSCIS is accordingly O(n²). We are working, however, on heuristic algorithms that 
are expected to be less costly, approximating minimal walks. 
 
 
4.3 Reducing the Complexity by Merging the States 
 
The best way to save costs is avoiding unnecessary complexity. For ESGs, this means keeping the number of nodes as 
low as possible. As L. White mentions ([WHIT]), special structures of FSA enable such reductions. 
 
Taking the “Divide and Conquer” Principle into account, the test complexity can be reduced considerably if sub-gra-
phs of large ESGs can be exercised separately; these sub-graphs can then be reduced to a single vertex.  
 
 
S trongly Connected Components 

D.P. Sieviorek et al. [SHEH] found  that multiple exercising of a strongly connected sub-graph, starting from different 
initial states, does not necessarily expose more faults (A graph is strongly connected if any node can be reached by 
any other one). In Fig. 11a, we have a strongly connected sub-graph consisting of the nodes A, B, F.  

 
Fig. 11a: Strongly Connected Sub-graph of  Fig. 4  
 
S tructural Symmetric Components 
Symmetric paths  in a graph start and end at the same nodes, e.g. at the entry and exit, and have the same sub-structure. 
The paths BEH and BDH of the sub-graph open in Fig. 11b are symmetric. 
 

 
Fig. 11b: Symmetric Sub-graphs of  Fig. 4 

 
 
F. Belli, TR 2003/1 "A Holistic View for Modeling and Testing …“,        Version 2.0 (April 2003)   Page 14 of 26 



University of Paderborn, Institute for Electrical Engineering and Information Technology           Software Engineering 

 
C.N. Ip et al. [IP] found that multiple exercising of symmetric components of a sub-graph, starting from different 
initial states, does not necessarily expose more faults. 
 
 

 
 
Fig. 11c: Merging Strongly Connected Sub-graphs and Symmetric Sub-graphs of  Fig. 4  
 
 
Cost Saving 
 
Fig. 11c demonstrates merging of states in sub-graphs that are strongly connected and have structural symmetric sub-
components. The resulting graph is much simpler and consists of the sub-graphs ABF and BEDH, having AABFA (a 
minimal entire, legal walk) and {BEEDDEH, BDH} (a minimal set of legal walks), respectively. The sum of these 
walks constitute a minimal set of CISs to cover all IPs. Minimal set of FCISs to cover all FIPs can be built accord-
ingly. The result is a considerably reduced Minimal Spanning of Complete Interaction Sequences (MSCIS; please 
compare with Fig. 10). 
 
 
5. Case Studies and Validation of the Approach  
 
The approach we described here has been used in different environments.  We could extend and deepen our theo-
retical view interactively and gain practical insight by examining several applications. Below, we will summarize our 
experiences with the approach. In place of a full documentation which would exhaust the space available in a brief 
report and the patience of the reader, we will instead display some highlights, instantaneously clarifying some relevant 
aspects and focusing on the fault detection capabilities of the introduced method. We chose these examples from a 
broad variety of applications to emphasize the versatility of the approach. 
 
 
5.1 An Interactive System: The UI of the Mobile Phone Nokia 6110 
 
Mobile telephones will be widely used by a broad variety of types of end users. The UI has become a decisive factor 
in the marketing success of these devices, perhaps more so than their size, weight, and form factor.  We chose the han-
dling of Short Message Services which is very popular (Fig. 12 and 13). Table 1 extracts some faults we could detect 
applying our approach. The STD of the underlying CFSA is given in Fig. 14. 
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Fig. 12: Prototype of Nokia Mobile Phone 6110 
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Legend: 

Interaction Pairs  6: Fault number described in Table 1   Faulty Interaction Pairs 
 
Fig 14: CESG of the SMS Handling  
 
 
A comparison  between the Nokia 6110 and the older model 5110 shows that both models have the same flaws, even 
if the 6110 has slightly different external features for handling. 
 
Please note that the faults displayed in the tables 1 through 4 can be exactly reconstructed at any time by the 
CISs and FCISs the number of which will be given in the corresponding completed event sequence diagram 
(CESG). 
 
 
Fault 1: While writing and editing a short message (SM), menu can be resumed before the message has been 

saved.  
Fault 2: Fault #1 is valid also for SMs that have been sent. 
Fault 3: After sending an SM, the entire message must be deleted before an upper level menu can be reached. 
Fault 4: The access to the list of received messages cannot be followed by a saving step of a selected message.  
Fault 5: Even the displayed message cannot be saved. 
Fault 6: The received messages cannot be deleted selectively, or in groups, without invoking the main menu. 
Fault 7: Fault #5 is valid also for SMs that have been sent. 
Fault 8: Received messages cannot be forwarded.  
Fault 9: After deleting a message, the exit to the upper level menu follows only via the list of the SMs that have 

been sent. 
 
Table 1: Excerpt from Fault Analysis of the Nokia 6110 
 
 
5.2 A Reactive System: Vending Machine 
 
Here, for the sake of clarity and ease of understanding, we reduce the full capabilities of the studied modern vending 
machine considerably. Nowadays, such machines can accept money or credit cards for issuing train or flight tickets, 
carrying out transfers to and from a control system according to a  communication protocol, considering the due secu-
rity procedures, etc. Below, we simplify different components of a vending machine that accepts 1 € (European Union 
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Euro) for a cup of hot chocolate and € 2 for coffee. Further description of the system is included in the legend of Fig. 
15.  
 
 
 
 

 

Legend: 

• Coffee: € 2. 
• Chocolate: € 1. 
• The machine accepts only coins of € 1 and € 2. 
• All keys are touch keys; upon activation the control 

light turns on. 
• The Acknowledge key immediately activates the vend-

ing process which cannot be interrupted. 
• The Reset key returns the machine back to the entry 

state and ejects the entered coin. 

 
 
 
 
Fig. 15: Vending Machine 
 
 
Fig 16 displays the complete ESG, i.e. the entire set of legal and illegal connections between all nodes is visible. We 
can now exploit Fig. 16 for fault analysis. Here, however, we skip the complete analysis, and report in Table 2 only 
some faults which seem interesting and in some cases surprising to us. 
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Legend: 
: Interaction Pairs 
: Faulty Interaction Pairs 

6
7

5

Entry

3

2x1DM

Exit

4 

2

1

Cup

SugarCream

CoffeeChocolate

2 DM 1 DM

Reset

Acknowledge

6 : Fault number described in table 1 

Fig. 16: CESG of the Vending Machine in Fig. 15 
 
 
 
Fault 1:  The developer has not included the case that chocolate should be obtained if € 2 has been inserted. 

The user should then have either two cups of chocolate, or € 1 returned, depending on an additional 
selection that is missing in the design here. 

Faults 2, 3:  The machine should display warnings in case illegal, but likely alternative selections will be made for 
having chocolate with cream (edge 2) and/or sugar (edge 3). These selections would spoil the taste, 
because chocolate includes already these ingredients. 

Fault 4:. The selection keys should be kept locked before money has been inserted. A display should notify the 
user appropriately. 

Fault 5:  An additional sensor should ensure that a cup has been inserted before filling process starts. The sen-
sor should also stop the filling if the cup is removed before the process concludes. 

Faults 6, 7:  A lock should disallow the multiple insertion of coins € 1 and € 2, except to allow the input of two € 1 
coins  instead of one € 2 coin. 

 
Table 2: Excerpt from the Fault Analysis of the Vending Machine  
 
 
5.3 User Interaction with a Washing Machine 
 
A simplified function of a typical washing machine is given in Figs. 17 and 18 which also describe its internal states. 
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4 

3 2 
1 

Filling

Washing 

Stand_by

Stop

OFF

ON

PreWash MainWash

StopStand_by
I 

  O OFF 
ON 

Legend: 
Interaction Pairs  6: Fault number described in Table 3   Faulty Interaction Pairs 

 
Fig. 17: Washing Machine and its CESG 

Sub-Automaton: Filling 

Sub-Automaton: Washing 

Door Open Clothes In Door Close

Main Wash Pre Wash

Left

Left_1Right

Right_1

5 

 
 
  
 
Fig. 18: Sub-Components of the Washing Machine of Fig. 17 and their CESGs 
 

 
 
F. Belli, TR 2003/1 "A Holistic View for Modeling and Testing …“,        Version 2.0 (April 2003)   Page 20 of 26 



University of Paderborn, Institute for Electrical Engineering and Information Technology           Software Engineering 

 
 
Fault 1:  
 

During the entire washing process, the door should be kept locked until the stop key has been touched. 

Fault 2:  
 

Before the washing process starts, a sensor must ensure that some clothes have been inserted. 

Fault 3: The stand_by mode is reachable only from on or stop states. The transition from washing state to the 
stand_by must be excluded through an appropriate mechanism. 

Fault 4: 
 

No key signal should be accepted if the machine is connected, but is down. 

Fault 5: If the machine is in one of the washing states, any transition into another washing state must be excluded, 
i.e. during the main wash, the selection pre wash should be locked until the main wash has finished. 

 
Table 3: Excerpt from the Fault Analysis of the Washing Machine 
 
 
5.4 Control Panel of a CD Player 
 
A simplified function of a typical CD Player is given in Fig. 19 which also describes its internal states. 
 
 

 

Laser head

Stop 

x2 

PowerCompact Disk 

Pause 

Forward/ 
Backward 

Play 

Laser head
keep holding

Rotation

Laser head 
back to right

Laser head
left

Laser head 
x2 

Rotation 

Rotation

Rotation Stop and 
CD Open 

Description of Internal States: Rotation 

CD 

 
 
Fig. 19: CD Player 
 
 
Fig 20 shows the completed ESG.  
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Legend: 

Assumption: The CD-Player should already be pow-
ered up. Only then it should be possible to activate all the
other keys. Otherwise an error will occur. 

4

3

2

1

CD Close

Forward

Backward
Play

CD Open

Pause

Stop

Interaction Pairs  6: Fault number described in Table 4   Faulty Interaction Pairs 
 
Fig. 20: CESG of the CD Player in Fig. 19 
 
 
Accordingly, Table 4 displays some faults. 
 
Fault 1:  
 

While the front loading drawer is open, the keys should be kept locked. 

Fault 2: The spooling (forward or backward) doubles the rotation speed. Therefore, the system must ensure that the 
spooling has finished before play mode starts. 

Fault 3:  
 

The pause key must also be kept locked during spooling, because the play key can be reached legally from 
the pause key which would entail doubling the speed during the play. Thus, before activating the pause 
state, the stop key must be pushed. 

Fault 4: The system must ensure that the speed will never be doubled during forward or backward state. Otherwise, 
the spooling motor could be damaged. 

 
Table 4: Excerpt from the Fault Analysis of the CD Player 
 
 
5.5 Results of the Case Studies and Discussion 
 
For our validation experiments, we chose systems from a broad variety of applications to emphasize the versatility of 
the approach, among others: 
- WordPad, already used in the examples of Sections 3 and 4, 
- the  mobile phone Nokia 6110, as described above, 
- a commercial vending machine that supplies hot drinks, 
- a commercial CD Player. 
 
Table 5 summarizes our experiments, covering only the results of the top level of our models, including CISs and 
FCISs. User manuals were the basic documents we studied carefully to construct the ESG specifications. The time we 
spent for modeling the top level of each of the experiments was usually approximately two days, including the con-
struction of the test cases based on CESG, exercising them, and analyzing the test results. 
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System Under Test  # Nodes  # FIPs  # Faults 
WordPad           26       26          6 
Mobile Phone          33     127          9 
Vending Machine          18       39          5 
CD Player          12      44          8 
 
Table 5: Numbers of nodes and FIPs vs. number of faults detected 
 
Please note that the systems we tested and analyzed are products that have been brought long ago into the market and 
have been used for many years, and thus have been steadily improved.  In spite of their maturity, there is apparently 
still some improvement potential. We could not, however, determine a direct correlation between the number of faults 
detected and number of FIPs that can be constructed. 
 
While some of the results of the fault analyses are in compliance with our expectations, some other results are sur-
prising. Instead of listing long columns of statistical data, we summarize below the results of the analysis of these 
data. 
 
- Incomplete Exception Handling: The initial concept for handling the undesired events, i.e. exceptions was in most 

cases strongly incomplete. The number of the exceptions could be increased in average about 70%. This result 
was expected: Our approach was originally founded to help the automation of the exception handling. 

 
- Conceptual flaws: We also found that, though not as often as the forgotten undesired events,  some major ele-

ments of the modeled system were missing, because the developer simply forgot them. In other words, the FSA 
was not lacking  edges, but vertices (Recall that vertices present inputs and states that merge). Thus, the initial 
concept of the developer(s) was seriously defective, as it had forgotten or corrupted some vital components. The 
number of the vertices could be increased by about 20% on average. This result was not expected: The approach 
helped to accelerate the conceptual maturation process considerably, supporting the creative mental activities. 

 
- Another unexpected result was the willingness of the end users to participate in the design process. Even the user 

without any knowledge in Automata Theory and Formal Languages could understand the approach intuitively 
and very quickly.  This was especially true with the Event Sequence Graphs (The users called them “Bubble Dia-
grams” which they could operate skillfully with). The participation of the users helped not only to complete the 
exception handling (they contributed to find about half of the forgotten exceptions), but also to detect the concep-
tual flaws (about 30% of them). 

 
We recommend that this approach be used incrementally, i.e. starting very early, even with a rudimentary model of 
the system which should then be completed, adding the illegal connections to determine the faulty interaction pairs 
(FIP, see Section 3.3). The discussion of these FIPs is very often the most fruitful part of the modeling, leading to 
detect conceptual defects, and systematically completing the diagram not only by edges, but also by vertices. During 
this process, the test cases will be also systematically and scalably collected. 
 
 
6. Related Work and Conclusion 
 
Since E.W. Dijkstra’s criticism “Program testing can be used to show the presence of bugs, but never to show their 
absence” [DIJ1], we in some part of the academic community have almost a religious belief  that testing should never 
be used as a verification method [DIJ2, BOYE]. Nevertheless, testing is the most accepted and widely used method in 
industrial software development, not only for verification of the software correctness, but also its validation, espe-
cially concerning the user requirements (See [BOEH] for the precise definitions of the terms “Verification” and 
“Validation”). Taking this fact into account, many researchers in software engineering started very early to form a 
mathematically sound foundation for a systematic testing.  One of the pioneer works that made software testing be-
come a solid discipline is the “Fundamental Test Theorem” of S. Gerhart and J.B. Goodenough which was published 
in 1975: “We prove ... that properly structured tests are capable of demonstrating the absence of errors in a program” 
[GeGo]. By means of their test selection criteria, based on predicate logic, Gerhart and Goodenough found numerous 
major errors in a  program of P. Naur which was published in a text book and repeatedly quoted by other renowned 
authors, also used in an example for correctness proof. Since the Fundamental Test Theorem, a vast amount of further 
research work enabled systematic testing to become more and more recognized and also accepted in academia, e.g. 
through the work of E.W. Howden: “It is possible to use testing to formally prove the correctness of programs” 
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[HOWD]. Also worth mentioning is the work of L. Bouge, who made valuable contributions to the Software Test 
Theory [BOUG].  As a result of these efforts, we now have a glimmer of hope that systematic testing will be accepted 
as a  sound method by the computer science community (see also [PELE], Chapters 9 and 10). However, systematic 
testing still has no entry in the ACM CR Categories and testing will be used in there interchangeably with debugging, 
thus in the sense of a “trial  and error” method. 
FSA-based methods and RegEx have been used for almost four decades for specification and testing of software and 
system behavior, e.g. for Conformance Testing [BOCH, CHOW]. Recently, R.K. Sheady, D.P. Siewiorek [SHEH] 
and L. White introduced an FSA-based method for GUI testing, including a convincing empirical study to validate his 
approach [WHIT]. Based on [EGGE, FeGr], our work is intended to extend and refine L. White’s approach by taking 
not only desired behavior, but also undesired situations, of the software into account. This could be seen as the most 
important contribution of our present work, i.e. testing GUIs not only through exercising them by means of test cases 
which show that GUI is working properly under regular circumstances, but also exercising all potentially illegal 
events to verify that the GUI behaves satisfactory in exceptional situations. Thus, we have now a holistic view con-
cerning the complete behavior of the system we want to test. Moreover, having an exact terminology and appropriate 
formal methods, we can now precisely scale the test process, justifying the cumulative costs that must be in compli-
ance with the test budget. This strategy is quite different from the combinatorial ones, e.g. pairwise testing, which 
requires that for each pair of input parameters of a system, every combination of these parameters' valid values must 
be covered by at least one test case. This is, in most practical cases, not feasible [COHE, TaLe].  
 
Another state-oriented approach, based on the traditional SCR (Software Cost Reduction) method, is described by C. 
Heitmeyer et al. in [GARG]. This approach uses model checking (which can identify negative and positive scenarios) 
to generate test cases automatically from formal requirements specifications, using well-known coverage metrics for 
test case selection. A different approach for GUI testing has been recently published by A. Memon et al. [MEM1, 
MEM2], as already mentioned in Section 1. The authors deploy methods of knowledge engineering to generate test 
cases, test oracles, etc., and to handle the Test Termination Problem. Both approaches, i.e. those of A. Memon et al. 
and C. Heitmeyer et al., use some heuristic methods to cope with the state explosion problem. We also introduced in 
the present paper methods for test case selection. Moreover, we handled test coverage aspects for termination of GUI 
testing, based on theoretical knowledge that is well-known in conformance testing and has been deemed appropriate 
in the practice of protocol validation for decades. The advantage of our approach stems from its simplicity that en-
ables a broad acceptance in practice. We showed that the approach of Dahbura, Aho et al. to handle the Chinese 
Postman Problem [AhDa, SHEN] in its original version might not be appropriate  to handle GUI testing problems, 
because the complexity of our optimization problem is considerably lower, as summarized in Section 4.2. Thus, the 
results of our work enable efficient algorithms to generate and select test cases in the sense of a meaningful criterion, 
i.e. edge coverage. 
  
Converting the ESG into a RegEx enables us to work out the GUI testing problem more comfortably, applying alge-
braic methods instead of graphical operations. A similar approach was introduced 1979 by R. David and P. Thevenod-
Fosse for generating test patterns for sequential circuits using regular expressions [DAVI]. Regular expressions have 
been also proposed for software design and specification [SHAW, SiSh] which we strongly favor in our approach. 
 
The introduced holistic approach, unifying the modeling of both the desired and undesired features of the system to be 
developed, enables the adoption of the concept “Design for Testability” in software design; this concept was initially 
introduced in the 1970s for hardware [WILL]. We hope that further research will enable the adoption of  our approach 
in more recent modeling tools such as State Charts [AHRE, HORR], UML [KIM, BrLa], as well as Safecharts [DaNi]. 
There are, however, some severe theoretical barriers, necessitating further research to make the due extension of the 
algorithms we developed in the FSA/RegEx environment, mostly caused by the explosion of  additional vertices and 
states when taking concurrency into account [SCHN]. 
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